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Control your I4 data traffic easy and online in Dashboard 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Introduction 
When accessing the Internet with BGAN, M2M, 
FleetBroadband or SwiftBroadband it is essential that 
you protect yourself against malicious Internet users. 
 
Integrated with the I4 Network, Trench provides this 
security plus cost control by blocking specific traffic, 
protocols or websites/domains. Being a part of 
Dashboard, it is easy to set-up and manage your 
firewall protection. 
 

 
 
Empower Your Network 
To ensure Inmarsat Solutions users get the most out 
of BGAN, M2M, FleetBroadband and SwiftBroadband, 
we have developed services to increase security, save 
money, maintain control and offer higher flexibility in 
the way you access your satellite services. This is done 
in our Value Added Infrastructure, located in close 
proximity to the Inmarsat BGAN Satellite Access 
Station (SAS). The infrastructure is situated between 
the Inmarsat IP network and the Internet, and can 
connect with your corporate network if required. 
 
Protection Against Internet Threats 
The Trench firewall sits between the satellite network 
and the Internet. It allows BGAN, M2M, 
FleetBroadband and SwiftBroadband terminals to 
access the Internet while at the same time ensuring 
that incoming malicious traffic is blocked. Since this 
incoming Internet traffic is blocked before it goes over 
the satellite path you will not be charged for it. Using 
only the firewall on your computer blocks traffic after 
it has hit your bill, therefore Trench brings you 
additional cost savings. 
 
Company Policy Enforcement 
Corporate policies may place restrictions on satellite 
terminal use for security or cost control reasons.  
Trench ensures that these policies are enforced.  A 
corporate administrator can implement firewall rules 

across all employees, while at the same time 
preventing employees from modifying these rules. 
 

 
 
Trench and IP Access Options 
The level of protection achieved depends upon the 
type of IP Access selected. When using Public IP 
Access, the terminal’s IP address is visible on the 
Internet. Trench default is to block any unsolicited 
traffic from the Internet to this terminal. If this 
protection is too strict, the user can define his own 
Trench Rule Set to allow specific traffic from the 
Internet to the terminal. 
 
When using Private IP Access, the satellite terminal is 
not visible from outside the network. The private 
address is dynamically allocated to the terminal each 
time it logs onto the network with Trench taking care 
of the necessary address translation. This mechanism 
ensures that the terminal cannot be reached from the 
Internet by unsolicited traffic.  
 
Terminals using BusinessAccess (VPN) are effectively 
part of the customer’s network, so protection from the 
Internet is handled within the customer’s network 
according to their security policy. The Trench firewall 
is therefore not part of BusinessAccess. However, 
Trench Call Records are available. 
 
Trench in Dashboard 
In Dashboard, you can: 
• Configure Trench Firewall rules 
• Filter on categories of websites or create a white or 

black list of websites or domains 
• Block file size downloads above 2 or 5 MB 
• Apply the Inmarsat Fair Use Policy to block all 

bandwidth consuming applications 
• View current and historical traffic 
 
 

Benefits 
> Empower your network 

> Protection against Internet treats 

> Company policy enforcement 



Trench 
Customer Managed Firewall Protection for BGAN, M2M, FleetBroadband and SwiftBroadband 

 

Viewing Current and Historical Activities 
The Trench Call records in Dashboard provide detailed 
information on the data sessions that are in progress 
as well as historical, closed sessions.  The information 
provided is specific to the Inmarsat Solutions Network 
and Value Added Services. This information is not 
available in the general Inmarsat BGAN LaunchPad, 
therefore providing additional detailed troubleshooting 
support. 
 

 
 
Configure Trench Rule Sets 
It is easy to specify what traffic is allowed from the 
User terminal. For example: 
• Permit only email and block Web browsing 
• Permit only Web browsing to a certain IP Address 
• Permit only AmosConnect traffic  
 
There are 2 ways to apply Firewall rules: 
 

 
 
1. Public Rule Sets: These are created by 

Inmarsat Solutions and can be chosen for all SIM 
cards. For example Internet Access or Email only 

 
2. Private Rule Sets: These are created by the 

customer giving complete control over the IP 
Address, Protocol, Port and Subnet values when 
applying a rule to a configuration and can be set 
on any or all User Profiles that belong to the 
same customer. You set this up and then simply 
use this User Profile on any SIM card. 

 

Configure Website Filters 
Using Website Filtering/Black & White Listing, whole 
categories of websites can be blocked with one mouse 
click. In addition, websites or domains can be blocked 
or allowed using the Black/White List. 
 
Website Filters can be applied to one single User 
Profile or to multiple User Profiles using a custom 
made Website Filter set. 
 
Trench for End-Users 
On the User Profile it’s possible to select that the end-
user of the terminal can make changes on the User 
Profile himself.  
 

 
 
This user does not use Dashboard for these changes 
but logs on directly via 
https://gateway.inmarsat.com/Login/Login.aspx?syste
m=trench using the User Profile’s User Name and 
Password. 
 

 
 
The changes a user can make via the Trench are: 
• Change the Trench Firewall rule set or create 

Custom rules 
• In case the User Profile has Public IP Access, the 

user can change the IP Address type (static or 
dynamic) and the Home PoP 

 
Next to that the user can see the Trench call records 
of all his data sessions.  
 
Access to Dashboard and Trench 
Users can access Dashboard through Gateway, the 
Inmarsat Solutions partner portal. Your account 
manager can provide a login name and password. 


